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1 In tro duction

LD AP is widely adopted; directory serv ers lik e A ctiv e Directory or Op enLD AP are often used

as cen tral user rep ository . Ho w ev er man y dev elop ers are not familiar with LD AP b ecause of

fear or dislik e of its complexit y . One v ery lik ely reason is the lac k of to oling. One aim of the

Apac he Directory pro ject is to pro vide solutions and to ols to mak e LD AP more con v enien t for

dev elop ers. This pap er will in tro duce the to ols pro vided b y the Apac he Directory pro ject and

will sho w ho w these can help application dev elop ers to in tegrate LD AP in to their applications.

2 T o ol Ov erview

The Apac he Directory pro ject consists of t w o ma jor sub-pro jects: Serv er and Studio.

2.1 Apac he Directory Studio

Apac he Directory Studio is a LD AP clien t platform. It is based on Eclipse and extends it with

sev eral plugins:

� The LD AP Bro wser Plugin is a to ol for bro wsing, searc hing and editing en tries presen t in

an LD AP Serv er.

� The LDIF Editor Plugin can b e used to edit LDIF �les. It pro vides syn tax highligh ting

and con text assistance.

� The Sc hema Editor Plugin is in tended to design and edit the Sc hema of an LD AP Serv er

(ob ject classes and attribute t yp es).

� The Con�guration Plugin for Apac he DS can b e used to edit the con�guration �le of the

Apac he Directory Serv er.

� The Apac heDS Plugin pro vides an in tegrated LD AP serv er within Apac he Directory Studio.

These plugins can b e installed in to an existing Eclipse using the up date site. Dev elop ers who

are familiar with Eclipse will exp erience a seamless in tegration in to their IDE. There are also

installers and tar balls for Mac OS, Lin ux and Windo ws a v ailable to run Apac he Directory Studio

as a standalone application.

Apac he Directory Studio lev erages the Eclipse platform (Views, Editors, Wizards, Jobs-API,

help sytem) b y implemen ting Eclipse extension p oin ts. It also pro vides its o wn extension p oin ts

to mak e itself extensible.



2.2 Apac he Directory Serv er

Apac he Directory Serv er is an em b eddable directory serv er en tirely written in Ja v a, whic h has

b een certi�ed LD APv3 complian t b y the Op en Group. Besides LD AP it supp orts Kerb eros 5 and

the Change P assw ord Proto col. It has b een designed to in tro duce triggers, stored pro cedures,

queues and views to the w orld of LD AP whic h has lac k ed these ric h constructs.

F or Ja v a application dev elop ers it pro vides helpful features:

� It is easy to setup for y our dev elopmen t en vironmen t: just extract a zip/tar.

� It is em b eddable in to eac h Ja v a application and can b e used as em b edded data store.

� The JUnit4 based T esting F ramew ork mak es it p ossible to test LD AP p ersistence co de

using unit tests.

3 F eature T our

The follo wing scenario is used to go through the features of the Apac he Directory pro ject: A

directory serv er con taining user data exists. A new requiremen t is to create an application to

manage compan y cars within the directory serv er. Existing users should b e link ed as o wner of

the compan y cars.

3.1 Explore the Pro ductiv e Serv er

The �rst step when w orking with an LD AP serv er is to get an o v erview of the DIT structure,

a v ailable data and used sc hema. Apac he Directory Studio pro vides a feature-ric h LD AP bro wser

for doing so.

A t �rst a connection to the pro duction directory serv er needs to b e established. Connections are

managed within the Conne ctions View . The creation of a new connection is done b y starting the

New Conne ction Wizar d . This wizard can also b e used to test a connection with di�eren t t yp es

of encryption and authen tication parameters.

The LD AP Br owser View sho ws the DIT structure of the directory serv er, b eginning from the

Ro otDSE. When selecting an en try , its attributes are displa y ed in the Entry Editor . Di�eren t

kinds of attributes (ob jectclass, mandatory and optional attributes) are rendered in di�eren t

fon ts (Figure 1).

A v ery helpful feature is the Ad v anced men u item of the con text men u. It pro vides actions to

extract particular information that is often needed in LD AP co de or con�guration �les:

� DN or URL of the en try (e.g. for the searc h base)

� names or v alues of selected attributes (e.g. all ob jectClass v alues)

� a comp osed �lter of selected attributes (e.g. for a searc h)



Figur e 1: LD AP p ersp e ctive

Querying and extracting information is a common task of LD AP applications. The p o w erful

Se ar ch Dialo g of Apac he Directory Studio helps to comp ose prop er and e�cien t searc h queries.

All searc h parameters can b e extracted from the Se ar ch L o gs View .

A last to ol to men tion is the Schema Br owser whic h can b e used to na vigate through all ob ject

classes, attribute t yp es, syn taxes and matc hing rules of the directory serv er.

3.2 Setup LD AP Serv er for Dev elopmen t En vironmen t

F or dev elopmen t and exp erimen ting it is alw a ys useful to ha v e a LD AP serv er that can b e

reco v ered from time to time. A complete LD AP serv er - the Apac he Directory Serv er - is

in tegrated and can b e started, stopp ed and con�gured using a nice GUI.

Figur e 2: Servers view

Serv ers are managed in the Servers View (Figure 2). A new serv er is created b y selecting



New|New Ser ver from the con text men u and en tering a name in the wizard. A double-

clic k on the created serv er op ens the con�guration editor. The General tab sp eci�es the listen

p orts. On the P ar titions tab additional partitions can b e added, if a new su�x is needed. After

�nishing the con�guration the serv er can b e started ( R un from con text men u) and a connection

to this serv er can b e created ( LD AP Br o wser|Crea te a Connection from con text men u).

3.3 Merge Sc hema from Pro ductiv e Serv er to Dev elopmen t En vironmen t

The created LD AP Serv er do esn't con tain an y data and it mak es sense to cop y some example

data from the pro duction serv er. Apac heDS is shipp ed with all the default sc hemas de�ned in

v arious RF Cs. Ho w ev er the pro duction serv er con tains a custom sc hema and it is necessary to

apply this sc hema �rst.

Sc hemas can b e managed in the Schema Editor Persp e ctive . The sc hemas of b oth pro duction and

the dev elopmen t serv er can b e loaded b y creating a new sc hema pro ject of t yp e Online Schema

and selecting the connection to the serv er. The Schema View sho ws the a v ailable sc hemas and

its ob ject classes and attribute t yp es.

T o merge di�eren t sc hemas one m ust op en the target sc hema and select Impor t|Mer ge Schemas

fr om other Pr ojects from con text men u of the Schema View . In the wizard the complete

pro ject or sp eci�c attribute t yp es and ob ject classes can b e selected. It is recommended to only

select ob ject classes that are needed for the test data (Figure 3 ), dep endan t attribute t yp es can

b e merged automatically . The merged ob ject classes and attribute t yp es are placed in the sc hema

named merge-of-<pro ject name> (Figure 4). This sc hema can b e exp orted to the sc hema format

of Apac heDS ( Expor t|Schemas f or Ap a cheDS from con text men u) and imp orted via the

LD AP Bro wser ( Impor t|LDIF from con text men u). The new sc hema elemen ts can b e review ed

in the sc hema bro wser. Reloading the sc hema migh t b e necessary using Relo ad Schema option.

Figur e 3: Mer ge schema wizar d

Figur e 4: Mer ge d schema

3.4 Cop y Example Data

The next step is to cop y the DIT structure and some example data from the pro duction serv er

to the dev elopmen t serv er.



Select the structural en tries b eginning from the con text en try and some data en tries in the LD AP

Br owser View and c ho ose Ad v anced|Copy Entr y as LDIF from con text men u. Afterw ards

op en a new LDIF editor ( File|New|LDIF File ) and paste the copied data in to it (Figure 5 ).

If necessary the data can b e mo di�ed. One feature to b e men tioned here is the handling of

BASE-64 enco ded v alues. If the data con tains non-ASCI I c haracters or ev en binary v alues this

data can b e edited with sp ecialized v alue editors. This is done b y na vigating the cursor to the

attribute and pressing F7 or selecting Edit V alue or Edit V alue with from con text men u.

T o imp ort the data in to the dev elopmen t serv er one needs to c ho ose a connection of the dev el-

opmen t serv er using the Br owse... button and hitting the Exe cute LDIF button.

In the end the LDIf should b e sa v ed to disk. Later, this �le can b e t w eak ed and extended in

order to create more test data. It can also b e used to restore the dev elopmen t serv er to a kno wn

state.

There are t w o more metho ds w orth men tioning, ho w to cop y example data: Some single en tries

can just b e transferd b y cop y/paste them. If more data is needed then it is recommended to use

the p o w erful Exp ort LDIF and Imp ort LDIF wizards.

Figur e 5: Copy example data

3.5 Create a new Sc hema

T o b e able to store ob jects of cars compan y within the directory a new sc hema is required. The

already kno wn Schema Editor can b e used for that. The Schema View pro vides wizards for

creating sc hema ob ject classes and attribute t yp es. There are editors a v ailable for editing ob ject

classes and attribute t yp es (Figure 6). The steps to imp ort the sc hema in to the dev elopmen t

serv er are the same as ab o v e: Exp ort the sc hema in Apac heDS format and imp ort the created

LDIF. It is also p ossible to exp ort the sc hema to other formats, lik e the common Op enLD AP

sc hema �le format.



Figur e 6: Schema Editor p ersp e ctive

3.6 Unit testing

Automated tests are essen tial for high-qualit y soft w are dev elopmen t. The JUnit4 based testing

framew ork of Apac heDS can b e used to test the LD AP p ersistence co de for Ja v a applicaitons.

Figur e 7: Ap acheDS testing fr amework

Figure 7 sho ws the idea b ehind the testing fram w ork. In the test co de an em b edded Apac heDS is

started and con�gured (1). Then the test co de in v ok es the p ersistence co de (2). The p ersistence

co de either mo di�es data in the em b edded Apac heDS or retriev es data and returns some ob jects

to the test co de. A t last the test co de c hec ks that the exp ected mo di�cations w ere done (4) or

that the exp ected ob jects w ere returned.

Figure 8 sho ws an JUnit test eample. The annotations in lines 1-4 are used to setup the em b edded

Apac heDS. Line 1 tells JUnit to use the custom runner whic h starts the em b edded Apac heDS.

Line 2 is used to rev ert mo di�cations done b y a test metho d to ensure the same kno wn state for

eac h test. Line 3 (optional) de�nes the factory class that starts and con�gures the em b edded

Apac heDS. Line 4 (optional) is used to inject custom sc hema and data in to the LD AP serv er.

The static v ariable ldapServer in line 7 is injected from the framew ork and can b e used to

access the em b edded LD AP serv er programatically . JUnit4 requires to annotate the test metho d

(line 10-23) with @T est . In lines 13-15 the business ob jects to p ersist are constructed. The

Comp anyCarDao in line 16 con tains the p ersistence co de and in line 17 the save metho d is

in v ok ed that creates an en try in the LD AP serv er. T o c hec k if the p ersistence co de w ork ed the

ldapServer ob ject is used to lo okup the created en try directly from the em b edded Apac heDS



1 @RunWith(SiRunner.class)

2 @CleanupLevel(Level.METHOD)

3 @Factory(ApacheDsFactory.class)

4 @ApplyLdifFiles( { "/companyCar_schema.ldif", "/companyCar_data.ldif" } )

5 public class CompanyCarDaoTest

6 {

7 public static LdapServer ldapServer;

8

9 @Test

10 public void testPersistCompanyCar() throws Exception

11 {

12 // create the company car

13 Calendar leasingStart = Calendar.getInstance();

14 Calendar leasingEnd = Calendar.getInstance();

15 CompanyCar car = new CompanyCar( "QQ-AA-1234", leasingStart, leasingEnd );

16 CompanyCarDao dao = new CompanyCarDao();

17 dao.save( car );

18

19 // assert the company car was created

20 Entry entry = ldapServer.getDirectoryService().getAdminSession().lookup(

21 new LdapDN( "licenseNumber=QQ-AA-1234,ou=Cars,dc=example,dc=com" ) );

22 assertNotNull( entry );

23 }

24 }

Figur e 8: JUnit test example

(lines 20-22).

4 Outlo ok

W e w an t to create more to ols that help making LD AP more attractiv e for dev elop ers. New

features ma y include co de generators to create Ja v a classes and p ersistence co de (D A Os) from

LD AP sc hema. The Eclipse framew ork also pro vides p o w erful graphical editors whic h can b e

used for sc hema design.

Please join the Apac he Directory comm unit y and rep ort bugs and new ideas, participate on our

mailing lists, write do cumen tation and con tribute co de.
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